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INTRODUCTION  

Dear Reader,  
 
The FBI is the lead federal agency for investigating malicious cyber activity by criminals, 
nation-state adversaries, and terrorists. To fulfill this mission, the FBI often develops 
resources to enhance operations and collaboration. One such resource is the FBIôs Internet 
Crime Complaint Center (IC3) which provides the public with a trustworthy and convenient 
mechanism for reporting information concerning suspected Internet-facilitated criminal 
activity. At the end of every year, the IC3 collates information collected into an annual report. 
 
This yearôs Internet Crime Report highlights the IC3ôs efforts to monitor trending scams such 
as Business Email Compromise (BEC), Ransomware, Elder Fraud, and Tech Support Fraud. 
As the report indicates, in 2019, IC3 received a total of 467,361 complaints with reported 
losses exceeding $3.5 billion. The most prevalent crime types reported were 
Phishing/Vishing/Smishing/Pharming, Non-Payment/Non-Delivery, Extortion, and Personal 
Data Breach. The top three crime types with the highest reported losses were BEC, 
Confidence/Romance Fraud, and Spoofing. More details on each of these scams can be 
found in this report. 
 
Of note, the IC3ôs Recovery Asset Team (RAT), which assists in recovering funds for victims 
of BEC schemes, celebrated its first full year of operation. During its inaugural year, the team 
assisted in the recovery of over $300 million lost through on-line scams, boasting a 79% 
return rate of reported losses. Weôre also pleased to announce the creation of a Recovery 
and Investigative Development (RaID) Team which will assist financial and law enforcement 
investigators in dismantling money mule organizations.  
 
Information reported to the IC3 helps the FBI gain a better understanding of cyber 
adversaries and the motives behind their activities. Therefore, we encourage everyone to use 
IC3 and reach out to their local field office to report malicious activity. Cyber is the ultimate 
team sport. Working together we hope to create a safer, more secure cyber landscape 
ensuring confidence as we traverse through a digitally-connected world.  
 
We hope this report provides you with information of value as we work together to protect our 
nation against cyber threats.  
 

 

Matt Gorham 

Assistant Director 

Cyber Division 

Federal Bureau of Investigation 
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  ABOUT THE INTERNET CRIME COMPLAINT CENTER 

The mission of the FBI is to protect the American people and uphold the Constitution of the 
United States. The mission of the IC3 is to provide the public with a reliable and convenient 
reporting mechanism to submit information to the FBI concerning suspected Internet-facilitated 
criminal activity, and to develop effective alliances with industry partners. Information is 
analyzed and disseminated for investigative and intelligence purposes, for law enforcement, 
and for public awareness.  
 
To promote public awareness, the IC3 produces this annual report to aggregate and highlight 

the data provided by the general public. The quality of the data is directly attributable to the 

information ingested via the public interface www.ic3.gov. The IC3 attempts to standardize the 

data by categorizing each complaint based on the information provided. The IC3 staff analyzes 

the data to identify trends in Internet-facilitated crimes and what those trends may represent in 

the coming year. 

The IC3 Recovery and Investigative Development (RaID) Team was created in 2019. Its goal 

is to partner with financial and law enforcement investigators in an effort to dismantle money 

mule organizations. RaID comprises two teams: the Recovery Asset Team (RAT) and the 

Money Mule Team (MMT). While the RAT is primarily focused on financial recovery, the MMT 

performs detailed analysis and research on previously unknown targets in an effort to develop 

new investigations. The teams work together under the RaID umbrella to leverage resources 

from cyber security experts and financial and law enforcement partners to help address the 

ever-changing and growing problem of cyber-enabled fraud.   

RaID enhances investigations by monitoring new activity and notifying law enforcement of time 

sensitive situations. The team often plays a significant role in uncovering additional victims and 

criminals involved in fraudulent activity. RaID works as a liaison between financial and law 

enforcement investigators to facilitate information sharing necessary to support open case 

work and assist in any required legal process to stop the flow of fraudulent funds. 

RaID has partnered with FBI Field Offices to develop an investigative matrix to triage complaint 

information provided by IC3 victims. The matrix allows analysts and agents to quickly identify 

potential targets from the hundreds of IC3 complaints received on a daily basis, and to gain a 

more complete view of the cyber-enabled fraud threat landscape. 

These innovative techniques are leading to successful results, even in investigations that have 

spanned multiple years. For example, the IC3 provided FBI San Francisco with complaints 

over three years regarding subjects in one of its cases. The complaints reported incidents of 

SIM SWAPPING, social engineering, online account takeovers, cryptocurrency theft, online 

threats, extortion, celebrity account hacking, SWATing and Doxxing. San Francisco ultimately 

arrested three individuals in connection to these complaints, the most recent being the arrest 

of a SIM SWAPPING group leader which led to the seizures of over $18 million, five vehicles, 

a $900,000 home, and hundreds of thousands of dollars in jewelry. The SIM SWAPPING 

scheme had targeted hundreds of victims, compromised hundreds of cryptocurrency accounts, 

and caused approximately $40 million in losses. 
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IC3 HISTORY 

In May 2000, the IC3 was established as a center to receive complaints of Internet crime. A 
total of 4,883,231 complaints have been reported to the IC3 since its inception. Over the last 
five years, the IC3 has received an average of 340,000 complaints per year. These complaints 
address a wide array of Internet scams affecting victims across the globe.1 
  

                                                

1 Accessibility description: Image includes yearly and aggregate data for complaints and losses over 
the years 2015 to 2019. Over that time period, IC3 received a total of 1,707,618 complaints, reporting 
a loss of $10.2 billion. 

IC3 Complaint Statistics 

  Last Five Years 

1,707,618 TOTAL COMPLAINTS 

$10.2 Billion TOTAL LOSSES* 
(Rounded to the nearest million) 

2015

$1.1 Billion*

2016

$1.5 Billion*

2017

$1.4 Billion*

2018

$2.7 Billion*

2019

$3.5 Billion*

2015

288,012

2016

298,728

2017

301,580

2018

351,937

2019

467,361
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Host a Portal where 
Victims Report 

Internet Crime at 
www.ic3.gov

Provide a Central 
Hub to Alert the 

Public

Perform Analysis, 
Complaint Referrals, 
and Asset Recovery 

Host a Remote 
Access Database 

for all Law 
Enforcement via 
the FBIôs LEEP 

website

Partner with 
Private Sector 

and with Local, 
State, Federal, 

and International 
Agencies

THE IC3 ROLE IN COMBATING CYBER CRIME2 

  WHAT WE DO 

  

 

  

                                                

2 Accessibility description: Image lists IC3ôs primary functions including providing a central hub to alert 
the public to threats; hosting a victim reporting portal at www.ic3.gov; partnering with private sector 
and with local, state, federal, and international agencies; increase victim reporting via outreach; host a 
remote access database for all law enforcement via the FBIôs LEEP website. 














































